Whistleblower Reporting Office

Employees (including civil servants; see the last paragraph) of Furtwangen University may
contact the Whistleblower Reporting Office established by the Ministry of Science, Research,
and the Arts (MWK) if they discover or suspect that a criminal offence has been committed at
the university or that the prescribed procurement law procedures were not followed prior to
the award of a contract.

The Whistleblower Protection Act (HinSchG) protects so-called whistleblowers from reprisals
if they report violations within the meaning of Section 2 HinSchG in a professional setting.
Information regarding exclusively private misconduct does not fall under the Whistleblower
Protection Act.

Examples of reportable violations:
Among others, the following types of violations may be reported to the reporting office under
the HinSchG (Section 2):

e Violations punishable by criminal penalties

e Violations punishable by administrative fines, provided that the violated provision
serves to protect life, physical integrity, or health, or to protect the rights of employees
or their representative bodies

e Other violations of federal and state laws as well as directly applicable legal acts of the
European Union, for example:

o Regulations for combating money laundering and terrorist financing

Product safety and compliance requirements

Environmental protection regulations

Radiation protection requirements

Regulations promoting the use of energy from renewable sources and

increasing energy efficiency

Regulations governing the marketing and use of plant protection products, as

well as animal health and welfare, insofar as they concern the protection of

farm animals, the protection of animals at the time of slaughter, the keeping of

wild animals in zoos, the protection of animals used for scientific purposes,

and the transport of animals and related processes

o Violations of quality and safety standards for organs and substances of human
origin, human and veterinary drugs, and medical devices

o Violations of regulations concerning the protection of privacy in electronic
communications, the protection of the confidentiality of communication, the
protection of personal data in the field of electronic communication, the
protection of personal data in general, or information technology security

o Violations of federal and uniformly applicable regulations for contracting
authorities regarding public procurement procedures

o Violations of tax laws applicable to public entities

o Statements by civil servants that constitute a violation of the duty of loyalty to
the Constitution
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The prerequisite is that the whistleblower obtained the information in connection with their
professional activities or in the lead-up to such activities, because they are or were employed
by Furtwangen University or are or were in contact with the university due to their
professional activities (e.g., as a supplier). This gives employees the opportunity to report
matters to the reporting office without having to fear professional reprisals. However, this is



subject to the condition that the whistleblower has reasonable grounds to believe that the
reported information is true. Reports are treated confidentially in accordance with the
Whistleblower Protection Act. Whistleblowers can choose whether to submit their report to an
internal or external reporting office.

Federal External Reporting Offices

The federal government has established a central external reporting office at the Federal
Office of Justice: www.bundesjustizamt.de/hinweisgeberstelle

e The existing reporting systems at the Federal Financial Supervisory Authority (BaFin
— Whistleblower Reporting Office) and

e the Federal Cartel Office (Federal Cartel Office — Reports of Antitrust Violations) will
continue to be used for their respective specific areas of responsibility.

Internal Reporting Office for Universities (MWK)

The internal reporting office responsible for universities is located at the Ministry of Science,
Research, and the Arts of Baden-Wiirttemberg (MWK):

Ministry of Science, Research, and the Arts of Baden-Wiirttemberg
Whistleblower Reporting Office

Konigstrasse 46

70173 Stuttgart

Email: Hinweisgebermeldestelle@mwk.bwl.de

Upon request, a personal appointment can be scheduled with a representative of the
Whistleblower Reporting Office. According to the MWK, it is also possible to submit
anonymous reports.

Reports from Civil Servants

Civil servants who wish to file a report or make a disclosure under the Whistleblower
Protection Act may do so without following official channels, pursuant to a new paragraph 2
in Section 49 of the State Civil Service Act.

The current version of the Whistleblower Protection Act (HinSchG) can be found at:

https://www.gesetze-im-internet.de/hinschg/BINROSC0B0023.html
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